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(54) Abstract Title 

Data hiding and detection 



(57) In order to present in advance a security hole relative to a data hiding technique in a plurality of contents 
a method is provided whereby an embedding process is performed by using a frame pattern (mark) that is 
composed of multiple embedded block patterns comprising several different types whereby the embedding 
process is varied in accordance with the time and the frame. This can be achieved by mixing at random several 
types of frame patterns having different arrangements of block patterns, or changing at random a range in 
which a block pattern is embedded. To detect an embedded mark a plurality of patterns that are to be detected 
in contents are processed in parallel, if as a result of detection there is a reaction it is ascertained that a mark is 
present. To trace an illegal process an electronic fingerprint is obtained either by entering a false detection 
mark in a detector or by using a random sync signal for an embedding detector. 
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DATA HtPWCr hNi Oere^toN nerHm 

The present invention relates to a data hiding method for embedding additional 
information in contents, such as multiple still images, movies, multimedia or MPEGs, 
and a data extraction method. 

Generally, for data hiding, additional information is hidden by performing some process 
5 for embedding it in contents. This applies not only when embedding is performed for a 
single part of the contents or a single frame, but also when it is performed for multiple 
parts of the contents or a plurality of frames. 

For an example, refer to Fig. 1 , an outline for a process for hiding data in a plurality of 
firames. Fig. 1 is a diagram showing the process for hiding information 30 (data) in 
1 0 contents composed of a set of sequential fi^es 1 5, which consists of single frames 10. 

Commonly, for data hiding, an embedding process based on a secret key is employed to 
hide additional information in the contents. Specifically, as is shown in Fig. 2, firame 
patterns 40 are embedded in frames to hide data. 

More specifically, by using an information arrangement acquired using the secret key in 
1 5 accordance with a specified rule, small arrays of block patterns 50 prepared in advance 
are arranged to produce a single pattern frame 40. This pattern fi:ame 40 is embedded in 
the original contents 20 to hide the information 30. 
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In Fig. 2, there are four block pattern types: Bl through B4. each pattern being 
constructed by purposely arranging elements -1, 0 and +1 . The block patterns in Fig. 2 
are merely samples. In actuality, the number of block pattern types is not limited to four, 
and variable values, such as -k, 0 and +k (k: integer), can be used as the elements of the 
block pattern. 

In the data hiding technique, supposing that the original contents can not be acquired, 
without a key, it is not easy without a key to extract embedded information from the 
contents and to illegally erase information. 

Illegal reading of only a single image is impossible; however, when a data hiding method 
developed for still images is appUed for moving images, or when the data hiding method 
is applied for multiple types of still images by using the same key, the images could be 
illegally read, even without a key, if a statistical process is performed for multiple image 
samples. 

In Fig. 3 is shown an example wherein a conventional data hiding method is applied for 
thefiamesetlS. In Fig. 3, there are m types of block patterns 50. Bl to Bm, and the total 
number of blocks in a frame pattern 40 is N. The m type pixel block patterns are 
arranged in a certain order on a frame pattern 40, and the frame pattern 40 is embedded in 
a frame 10. 



This data hiding method is basically the same as the "data hiding method employing a 
statistical property and extraction method" disclosed in Japanese Patent Application No. 
Hei 8-345568 (Our docket No.: JA996091). 

The arrangement of block patterns in a frame pattern serves as a key for a data detection 
5 process. To deduce the arrangement of block patterns from an image frame in which data 
have been embedded, mN trials are required. Therefore, the deducing the arrangement 
without possessing a key is quite difficult when the number of calculations required is 
taken into consideration, since N normally denotes the number of blocks, which could be 
5400, for example. However, when as is shown in Fig. 3 the block patterns are added in 
10 the same arrangement to sequential image frames, i.e., when a block pattern B is 
determined only at location i below: 
Block Pattern: B(i), 

the same pattern block is employed at specified positions 25 in the frame, even though the 
frame numbers may differ. Relative to frames, the number of vAdch (e.g., 1000) is so 
1 5 adequate that a statistically unique value can be measured by using the above property, if 
m types of patterns are applied to the specified locations in the frames to acquire the 
statistical unique value, block patterns embedded at the locations can be deduced by 
observing the unique value. When this measurement process is performed for the entire 
frame, the arrangement of the block patterns can be illegally deduced even without a key. 
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To extract added infomation from sequential data, such as video data and audio data, an 
extraction process must be synchronised with an embedded signal in the sequential data. 
For a single set of data such as stationary image, sometimes an embedded signal is 
repeated cyclically to defeat an illegal extraction process, so that synchronisation is 
required for the extraction of the embedded information. However, this processing cycle 
is an important clue for a third party to illegally access infonnation. This is a big problem 
because if embedded information can be accurately read, it is possible for the embedded 
information to be erased illegally. 

Assuming that t denotes a frame number (time) and mod denotes a multiplication/ 
subtraction calculation, a block pattern that is repeated at time T, for example, can be 
represented as follows: 

Block Pattern: B(i,tmodT). 
In this case, an embedded frame pattern can be deduced by measuring a statistic value 
every time T. 

In addition, when an embedding process is to be performed using a different pattern 
arrangement for each frame, the block pattern is as follows: 
Block Pattern: B(i,t). 



While a pattern can not be illegally deduced by measuring a statistical value, there is also 
nothing to induce the performance of synchronised processing by a detector. As a result, 
another problem arises in that real-time synchronisation is difiScult. 

The consideration or countermeasure for the above problems is not described for the 
5 conventional methods disclosed, for example, in Japanese Patent Application No. Hei 
8-345568 and "Method and Apparatus for Data Hiding in hnages" in USP Application 
No. 109026-20/7116T. 

It is one object of the present invention to prevent in advance a security hole that occurs 
v/hm a conventional data hiding technique for stationary images is applied for video 
10 images. 

It is another object of the present invention to hide data in contents that are composed of a 
plurality of frames, to detect the hidden data, and to prevent the illegal extraction of the 
hidden data, or key. 

It is an additional object of the present invention to hide data in a plurality of contents that 
1 5 are not related to each other, to detect the hidden data, and to prevent illegal extraction of 
the hidden data, or key. 
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It is a further object of the present invention to provide a method, for preventing the 
Ulegal reading of data by a third party who does not know an embedded key, whereby 
embedded data can not be completely read even if the third party illegally decodes a 
detector. 

It is stiU another object of the present invention to provide a method for hiding an 
electronic fingerprint and in a detector an embedding device. 

It is a still further object of the present invention to provide a data hiding method whereby 
a deduction is difficult for a party illegally accessing data because a large number of 
calculations is required, and whereby real-time synchronous detection is enabled by a 
detector. 

To achieve the above objects, according to the present invention, there is provided a a 
method whereby an embedding process is performed by using a fiame pattern (mark) that 
composed of multiple embedded block patterns comprising several different types and 
hereby the embedding process is varied in accordance with the time and the frame. 
Specifically, the following methods are employed: 

an embedding method for mixing at random several types of firame patterns having 
different arrangements of block patterns, and 

an embedding method for changing at random a range in which a block pattern is 
embedded. 



IS 



w] 



The following method is employed to detect an embedded mark: 
a method whereby a plurality of patterns to be detected in contents are processed in 
parallel, and whereby, if as a result of detection there is a reaction, it is ascertained that a 
mark is present 

5 The following items are employed to trace an illegal process: 

an electronic fingeiprint obtained by entering a false detection mark in a detector; and 
an electronic fingerprint using a random sync signal for an embedding detector 
With the above methods, it is possible to securely protect data hidden in a plurality of 
contents from illegal access by a third party. 

1 0 How the invention may be carried out will now be described by way of example only and 
with reference to the accompanying drawings in which: 

Fig. 1 is a diagram illustrating the outline of data hiding for a plurality of frames. 
Fig. 2 is a diagram showing the application of a conventional method used for data hiding 
for a plurality of frames. 
IS Fig. 3 is a diagram showing a problem that arises when the conventional method is used 
for a plurality of frames. 

Fig. 4 is a diagram illustrating one embodiment of a data hiding method according to the 
present invention. 

Fig. 5 is a diagram showing a horizontal pattern and a sign inverted pattern. 
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Fig. 6 is a diagram showing a horizontal pattern, a vertical pattern, a check pattern 1 and a 
check pattern 2. 

Fig. 7 is a diagram illustrating one embodiment for data detection according to the present 
invention. 

Fig. 8 is a diagram shovdng a frame division example for embedding two-bit information. 

Prior art data hiding methods have ahready been described with reference to Figures 1 to 
3. fa Fig. 4 is shown a data hiding method according to one embodiment of the present 
invention, fa Fig. 4. a plurality of contents are composed of multiple sequential frame 
sets 15. each of which consists of a number of frames 10. To hide data 30 m contents 
composed of the frame set 1 5 in Fig. 4, frame patterns 45 having differing block patterns 
are embedded m respective frames 15. 

The problem that arises fa the method described m Japanese Patent Application No. Hei 
8-345568 is that the same pattern appears along the time axis sequentially or periodically. 
If to remove a cycle patterns for respective frames are so arranged that they differ, another 
problem which arises is that a detector can not perform synchronised processing, fa this 
embodiment, as a method for synchronisfag processing without providing a cycle, a block 
pattern into which a random element R(t) is mtroduced is employed as follows: 

Embeddfag pattern: B(i) * R(t) 
wherem R(t) denotes a fimction that causes +1 or -1 to appear at random relative to time t. 



Even when statistical values for multiple frames are measured at specified block position 
i by using this pattern B(i), the statistical values mutually offeet by +B(i) and -B(i), so that 
a unique value can not be acquired. Thus, it is impossible to deduce the block pattern by 
performing an illegal access. 

5 For an image for which the embedding process has been performed by using the block 

pattern, a detection process is perfomied using the detection pattern below that does not 

include random element R(t): 
Detecting pattern: B(i). 

Then, although the positive and negative signs are inverted in accordance with value R(t), 
10 when embedded, statistically, a unique value can be acquired. Thtis, the detection can be 

successfully performed at the same calculation cost as that for a conventional process. 

An explanation will now be given for a typical method whereby several types of mask 
patterns, which are independent and perpendicular to each other, are prepared in advance 
and are mixed at random for each frame. 

15 Four types of block patterns shown in Fig. 5 are employed to form individual frame 
patterns 45 in Fig. 4. 
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The block patterns in Fig. 5 are roughly sorted into two horizontal patterns (A) and two 
sign inverted horizontal patterns (-A), for which the signs of the horizontal pattern are 
inverted. 



In the following explanation given while referring to the drawings, means "+k", 
5 which is "+1 " or integer times it. Similarly, means "-k", which is "-1" or integer times 
it. K is an integer other than 0» and can be changed in accordance with the condition of 
the contents that are an embedding target. An arbitrary value for k can be selected, 
regardless of the embedding method and the detection method of the present invention. 

The horizontal pattern (A) is composed of two small 8^8 arrays. Small arrays (Xi, Yi), 
10 wherein elements in rows denote X elements and elements in columns denote Y elements, 
are as follows: 

I I I } M M 
MIN I M 

00000000 
15 00000000 



00000000 
00000000 
20 and 
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00000000 
00000000 
1 1 1 1 1 1 1 1 
1 1 1 1 1 1 1 1 
5 00000000 
00000000 



As is apparent from the above element arrangement, the horizontal pattern (A) is so 
10 fonned that, first, like values are arranged in a row and then this row is repeated once 
more. Since in this pattern two rows of the same elements are arranged vertically, it can 
cope with an interlaced scan signal. In addition, since the same elements are sequentially 
arranged in a row, this pattern can effectively cope with a horizontal low-frequency filter, 
such as an NTSC. Further, since a space frequency is set low both vertically and 
15 horizontally, this pattern can cope with a compression system, such as MPEG. 

In addition to the two small arrays above, two other block patterns, i.e., sign inverted 
horizontal patterns (-A) having inverted signs for the elements in the horizontal pattern 
(A), are employed: 



20 
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00000000 
00000000 

M i I I M ♦ 
M I I I I M 

5 00000000 
00000000 
and 

00000000 
00000000 
10 



00000000 
00000000 

M I I I I M 
15 M I I I 1 M 

Note that scalar products of the arrays are 0, i.e., perpendicular. 

Another block pattern having 16 arrays is shown below. This pattern is roughly sorted 
into two horizontal patterns (A), two vertical patterns (B), two check patterns 1(C), two 
check patterns 2(D), and eight sign inverted arrays for respective patterns. The elements 
20 of these patterns are shown below. 



It should be noted that the horizontal patterns (A) are not shown because they are the 

same as shown above, and small, sign inverted arrays are also not shown because only the 

sign in the small anays is changed to the sign and the sign is changed to the 

sign "+" in the same manner as for the horizontal patterns (A). 

The vertical pattern (B) is formed of the following two arrays: 

++00-00 

++00-00 

++00-00 

++00-00 

++00--00 

++00-00 

++00-00 

++00-00 

and 

00++00- 
00++00- 
00++00- 
00++00- 
00++00- 
00++00- 
00+-H)0- 
00++00- 
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The check pattern 1(C) is foimed of the following two arrays: 

++00-00 

++00~00 

00-00++ 

00-00++ 

-00++O0 

-00++00 

00++00~ 

00++00- 

and 

00++00- 
00++00~ 
■HOO-OO 
++00-00 
00-00++ 
00-00++ 
-00++00 
-00++00 



The check pattern 2(D) is formed of the following two arrays: 

-00++00 

-00++00 
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00-00++ 
00-00++ 
++00-00 
++00-00 
00++00- 
00++00- 
and 

00++00- 
00++00- 
-00++00 
-0(H+00 
00-00++ 
00-00++ 
++00--00 
++00-00 



The mask patterns that are independent of and perpendicular to each other are arranged 
according to the specilBed niles, and the block patterns that differ from each other are so 
arranged that they form a frame pattern. Among several types of thus formed frame 
patterns, one frame pattern is selected at random and embedded in each frame. 
The lists of the above block patterns are shown in Figs. 5 and 6. 
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In another embodiment, the several types of block patterns above are employed to prepare 
a number of types of frame patterns that differ from each other. Then, each frame is 
divided at random into a number of small block areas equivalent in number to the types of 
frame patterns, so that the frames differ from each other. One of the frame patterns is 
exclusively selected at random and embedded in the small areas in the frame. 

In an additional embodiment, the several block patterns above are employed to fomi a 
number of different frame patterns, which are then sorted into a plurality of groups, the 
number of which is equal to or smaller than the number of frame pattern types. A 
plurality of frames are divided at random into small block areas and in a number that is 
equivalent to the nxmiber of groups, so that the frames differ from each other. One of the 
groups is exclusively selected for each small area in the fi:ame, and one fi^e pattern is 
selected at random from the selected group and embedded in the frame. 
The lists of the block pattems are shown in Figs. 5 and 6. 

In a fiirther embodiment, it is possible to employ a method for selecting one frame pattern 
and one sign inverted fi^e pattern at random for each frame and embedding them, and 
to employ a method wdiereby several types of frame pattems are so arranged that block 
pattems at the same position are mutually exclusive, and are mixed at random for each 
frame. 
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Employed as a detection method is a method for perfonning in parallel a detection 
process for respective patterns. A unique value that is acquired during the detection 
process may be regarded as the detection result. At this time, since a calculation cost is 
mcreased only several times, this will not constitute a problem. 

One embodiment for a detection method is shown in Fig. 7. In Fig. 7, scalar products of a 
frame 1 to be checked and all types of frame patterns (four in Fig. 7, but this may differ 
depending on the number of firame patterns employed) are acquired. When there is a 
reaction at one of the scalar products, it is ascertained that a mark is present Similarly, a 
detection process for a frame 2 relative to all the frame patterns is also performed in 
parallel. Since there is a reaction at a scalar value of the fi^e 2 and frame pattern 2, it is 
ascertained that a mark is present. 

As a further embodiment for a data hiding method relative to a plurality offices, a 
method is employed by which a range, within v/tnch a firame pattern is embedded, is 
randomly changed for each frame by using block units. If several substantially 
perpendicular marks are to be superimposed and embedded to represent multiple bits, a 
method by which an embedding location for each bit is changed at random for each frame 
is an effective countermeasure for defeating illegal deduction attempt. 
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To embed 2-bit infonnation, employed in Japanese Patent Publication No. Hei 8-345568 
is a method for superimposiii« two frame patterns that are substantially perpendicular and 
adding them together. In this embodiment, an embedding range is divided so as not to 
overwrite data, and the frame patterns are added to halves of blocks that are mutually 
exclusive. 

In Fig. 8, each of frames 1 through 4 are divided into two areas, and both areas of each 
frame are the same size. That is, supposing the size of a frame is 1, then the area 
divisions could each be 1/2 the frame. The division of a frame is randomly performed by 
block units, so that the block divisions for each frame differ and also so that the frame 
does not have to be divided into sequential areas. Thus, the frame divisions are not 
limited to those shown in Fig. 8. 

As for the division of the frame 1 , for example, two frame patterns that are substantially 
perpendicular are superimposed on areas 1 and 2 of the frame 1 and are added together. 
The same process is performed for the frames 2, 3 and 4. Which frame pattern is to be 
superimposed on which area, 1 or 2, is arbitrarily determined. 

Since the division of frames is performed at random, a person who illegally attempts to 
detect marics can not specify a correct range for each frame. 
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It is possible^ however, for a person who knows two frame patterns that are substantially 
perpendicular to calculate a scalar product for an entire frame and the two frame patterns, 
and to thus detect a reaction. This is because the two patterns are arranged 
perpendicularly and thus no other pattern can affect the detection process. As for the 
determination of reactions, since statistically unique values are merely reduced by half, 
marks can be correctly detected. 

If an illegal authenticated user tries to acquire a statistically unique value at an arbitrary 
block position (e.g., the position 25 in Fig. 3), a pattern at the first bit and a pattern at the 
second bit appear at the block position at almost the same probability, so that the 
statistically unique value can not be measured. Even if the illegal authenticated user 
measures the correlation at two arbitrary block positions to deduce the arrangements for 
the block patterns, since the probability that all of combinations of the first-bit pattern and 
the second-bit pattern will appear is almost the same, a unique correlated value also will 
not be acquired. As a result, an illegal reading will fail. 

The above method for selecting an embedding range at random is also effective as a 
method whereby deducing a specific embedding operation by using a detection algorithm 
is prevented. This is because, since the embedding range is set so that it is smaller than 
the detection range, asymmetry of the embedding operation and the detection operation is 
implemented. 
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Assuming that the frame pattem is illegally acquired, in order to erase an embedded 
signal using the pattem arrangement, a 1/2 size area whwe embedding >yas actually 
performed must be q>ecified. However, since tCm trials are required for each frame, to 
do this is impossible because of the enormous number of calculations required. If the 
illegally decoded pattem arrangement is employed unchanged to perform a reverse 
operation, an opposite (inverted sign) mark is newly embedded in one 1/2 size area, even 
though a signal in the remaining 1 12 size area, for which the embedding operation was 
performed, can be erased. As a result, the embedded signal can not be erased completely. 

In an additional embodiment for a data hiding method relative to a pluraUty of frames, 
several frame patterns, for each of which block patterns that are not arranged in a tile-like 
configuration are mixed at random and embedded in a plurality of frames. 

Block patterns are not arranged in a matrix and block boundaries fluctuate by shifting 
from the division of tiles to form several types of frame patterns. The frame patterns are 
employed for an embedding process and a detection process. As a result, there is a 
considerable increase in the number of trials for the positioning and the combining of 
blocks that an illegal authenticated user is required to perform. 
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In an embodiment for tracing the source of a leak when an algorithm is illegally read from 
a detector, in addition to employing a plurality of types of flame patterns in die data 
hiding method used for the frames, false frame patterns are incorporated as electronic 
fingerprints in the detector. 

The arrangement of false fi^ime patterns is an arrangement of patterns that is not actually 
employed in the embedding process. Since the felse patterns are so incorporated that they 
differ for each detector or for each provider of a detector, the source of a leak can be 
determiaed by using an inherent pattern. 

In another embodiment for tracing the source of a leak, the randomness used in the 
embedding process is employed as an electronic fingerprint for an embedding device. 

Generally, a series of pseudo-random numbers to be generated is unconditionally 
determined by employing a random number calculation expression and an initial value. 
Therefore, especially when the parameter (coefficient) of the random number calculation 
expression differs for each embedding detector and a row of random numbers to be 
gaierated, i.e., a pattern arranganent row is changed, an arrangement row inherent to the 
embedding device is generated and is employed as electronic fingeiprints for tracing the 
source of a leak. 
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In the above embodiments, an information embedding method and a detection method, 
mainly concemedvdthwhethertherearehiddendata.havebeendescribed. However, 
when a frame is divided into small segments and embedding and detection processing is 
performed for these segments, multiple-bit information can be embedded and detected by 
using the same method. 

Further, a data hiding method for a plurality of frames has been described, and a data 
hiding method for a plurality of contents, such as a set of multiple stationary images, can 
be employed in the same manner because for the present invention there are no 
limitations imposed on the relationship existing between frames. In other words, a 
plurality of frames may be replaced with a plurality of stationary images or a plurality of 
contents. 

By employing the data hiding method and the detection method of the present invention, 
it is possible to prevent in advance a security hole that occurs when a conventional data 
hiding method for stationary images is employed for video images. 
The data hiding method of the present invention can be used not only for hiding 
ownership information, such as watermarking, and copyright information, but also for 
labelling whereby a signal for copy control or play control is embedded directiy in a video 
image by using the data hiding method, and is then detected by a reception unit, such as a 
recorder or a player, and is examined to determine whether or not it includes copy 
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enabling/play enabling instructions, so that an apparatus can be controlled in accordance 
with fte result of the determination. 

For a "labelling" appUcation in the DVD (Digital Video Disk) field, the satellite 
distribution and VOD (Video On Demand) fields and the cable television field, resistance 
relative to the defeat of an illegal attack is also required. The method of the present 
invention ensures the availability of such resistance. 
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CLAIMS 

1 . A data hiding method for embedding information into the contents including multiple 
frames, comprising the steps of: 

(a) preparing a plural kind of block patterns, said each block pattern is represented as a 
small array; 

(b) constructing frame patterns, said frame patterns consist of said block patterns located 
in accordance with a specified rule; and 

(c) embedding said frame patterns into said multiple frames, with each of said frame 
patterns being embedded in a different frame. 

2. A data hiding method for embedding information into the contents including multiple 
frames, comprising the steps of: 

(a) preparing a plural kind of block patterns, said each block pattern is represented as a 
small array; 

(b) constructing frame patterns, said frame patterns consist of said block patterns located 
in accordance with a specified rule, said block patterns being so arranged as to differ from 
adjacent block patterns; and 

(c) embedding said frame patterns into said multiple frames, with one of said frame 
patterns being selected at random for each of said frames when said frame patterns are to 
be embedded in said frames. 
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3. A data hiding method for embedding infonnation into the contents including multiple 
frames, comprising the steps of: 

(a) preparing a plural kind of block patterns, said each block pattern is represented as a 
small array; 

(b) constructing frame patterns, said frame patterns consist of said block patterns located 
in accordance with a specified rule, said block patterns being so arranged as to dififer from 
adjacent block patterns; and 

(c) embedding said frame patterns into said multiple frames, each of said frames being 
divided at random into small regions for each different block for each frame and in a 
number equivalent to the number of said frame pattern types, with one of said frame 
patterns being selected at random and exclusively for each of said small regions of said 
frame and being embedded in said frame region. 

4. A data hiding method for embedding information into the contents including multiple 
frames, comprising the steps of: 

(a) preparing a plural kind of block patterns, said each block pattern is represented as a 
small array; 

(b) constructing frame patterns, said frame patterns consist of said block patterns located 
in accordance with a specified rule, said block patterns being so arranged as to differ from 
adjacent block patterns, and said frame patterns being sorted into groups, the number of 
which is equal to or smaller than the number of said frame pattern types; and 
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(c) embedding said frame patterns into said multiple frames, each of said frames being 
divided at random into small regions for each different block for each frame and in a 
number equivalent to the number of said groups, with one of said groups being selected at 
random and exclusively for each of said small regions of said frame, and one of said 
frame patterns being selected from said selected group and being embedded in said frame. 

5. The data hiding metiiod according to one of claims 1 to 4, wherein said block patterns 
are substantially perpendicular to each other. 

6. The data hiding method according to one of claims 1 to 4. wherein each of said block 
patterns is composed of four types of 8 x 8 array patterns, two of which are horizontal 
patterns (A) (Fig. 5), and two of which are sign inverted horizontal patterns (-A) (Fig. 5) 
for which the signs of said horizontal pattern are inverted. 

7. The data hiding method according to one of claims 1 to 4, wherein each of said block 
patterns is composed of 16 types of 8 x 8 array patterns, two of which are horizontal 
patterns (A) (Fig. 6), two of which are vertical patterns (B) (Fig. 6). two of which are 
check patterns 1 (C) (Fig. 6), two of which are check patterns 2 (D) (Fig. 6), and eight of 
which are sign inverted patterns for which the signs of the eight patterns are inverted. 



8. A data detecting method for detecting information embedded into the contents 
including multiple frames, said method comprising the steps of: 
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(a) preparing a plural kind of block patterns, said each block pattern using at said 
information embedded; 

(b) constructing frame patterns, said frame patterns consisting of said block patterns 
located in accordance with specified rules; and 

5 (c) detecting said embedded mformation from said multiple frames by calculating the 
scalar products between each frame and all of said frame patterns. 

9. The method according to claim 8, wherein said information is detected by using at 
least one of the scalar products of said frame patterns. 

10. The method according to claim 8 or 9, wherein at said step of constructing said frame 
1 0 patterns, a false pattern arrangement is added to the arrangement provided in accordance 

with said specified rules. 

1 1 . The method according to claim 8 or 9, wherein at said step of constructing said frame 
patterns, said arrangement provided in accordance with said specified rules is obtained in 
accordance with a random number row that differs for each detector. 

15 1 2. A data hiding method for embedding information into a plurality of contents, 
comprising the steps of: 

(a) preparing a plural kind of block patterns, said each block pattern is represented as a 
small array; 
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(b) constructing frame patterns, said frame patterns consist of said block patterns located 
in accordance with a specified rule; and 

(c) embedding said frame patterns into said plurality of contents, with each of said frame 
patterns being embedded in a different content. 

13. A data hiding method for embedding information into a plurality of contents, 
comprising the steps of: 

(a) preparing a plural kind of block patterns, said each block pattern is represented as a 
small array; 

(b) constructing frame patterns, said frame patterns consist of said block patterns located 
in accordance with a specified rule, said block patterns being so ammged as to differ from 
adjacent block patterns; and 

(c) embedding said frame patterns into said plurality of contents, with one of said frame 
patterns being selected at random for each of said contents when said frame patterns are 
to be embedded in said contents. 

14. A data hiding method for embedding information into a plurality of contents, 
comprising the steps of: 

(a) preparing a plural kind of block patterns, said each block pattern is represented as a 
small array; 
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(b) constructing frame patterns, said frame patterns consist of said block patterns located 
in accordance with a specified rule, said block patterns being so arranged as to differ from 
adjacent block patterns; and 

(c) embedding said frame patterns into said plurality of contents, each of said contents 
being divided at random into small regions for each different block for each content and 
in a number equivalent to the number of said frame pattern types, with one of said frame 
patterns being selected at random and exclusively for each of said small regions of said 
content and being embedded in said content region. 

1 5. A data hiding method for embedding information into a plurality of contents, 

comprising the steps of: 

(a) preparing a plural kind of block patterns, said each block pattern is represented as a 
small array; 

(b) constructing frame patterns, said frame patterns consist of said block patterns located 
in accordance with a specified rule, said block patterns being so arranged as to differ fix>m 
adjacent block patterns, and said frame patterns being sorted into groups, the number of 
which is equal to or smaller than the number of said frame pattern types; and 

(c) embedding said frame patterns into said plurality of contents, each of said contents 
being divided at random into small regions for each different block for each content and 
in a number equivalent to the number of said groups, with one of said groups being 
selected at random and exclusively for each of said small regions of said content, and one 
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of said frame patterns being selected from said selected group and being embedded in 
said content. 

16. The data hiding method according to one of claims 12 through 15, wherein said block 
patterns are substantially perpendicular to each other. 

5 1 7. The data hiding method according to one of claims 12 through 1 5, wherein each of 
said block patterns is composed of four types of 8 x 8 array patterns, two of which are 
horizontal patterns (A) (Fig. 5), and two of which are sign inverted horizontal patterns 
(-A) (Fig. 5), for v^diich the signs of said horizontal pattern are inverted. 

18. The data hiding method according to one of claims 12 through 15, wherein each of 
10 saidblockpattemsiscomposedof 16typesof 8 x g array patterns, two of which are 
horizontal patterns (A) (Fig. 6), two of which are vertical patterns (B) (Fig. 6), two of 
vAdch are check patterns 1 (C) (Fig. 6), two of which are check patterns 2 (D) (Fig. 6), 
and eight of which are sign inverted patterns, for which the signs of the eight patterns are 
inverted. 

15 1 9. A data detecting method for detecting information embedded in a plurality of 
contents, comprising the steps of: 

(a) preparing a plural kind of block patterns said each block pattern using at said 
information embedded; 
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(b) constructing frame patterns, said frame patterns consisting of said block patterns 
located in accordance with specified rules; and 

(c) detecting said embedded information from said plurality of contents by calculating the 
scalar products between each content and all of said frame patterns. 

20. The method according to claim 19, wherein said information is detected by using at 
least one of the scalar products of said frame patterns. 

2 1 . The method according to claim 1 9 or 20, wherein at said step of constructing said 
frame patterns, a false pattern arrangement is added to the arrangement provided in 
accordance with said specified rules. 

22. The method according to claim 19 or 20, v^erein at said step of constructing said 
frame patterns, said arrangement provided in accordance with said specified rules is 
obtained in accordance with a random number row that differs for each detector. 

23. A data hiding or detecting method substantially as hereinbefore described with 
reference to and as shown in Figures 4 to 8 of the accompanying drawings. 
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